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Abstract: An authorization model was proposed to support personalized privacy preferences in the first-logic privacy
preference language. The language allowed users to express personalized privacy preferences. Visitor-role authorization
rules based on the attributes of visitors and role-permission assignment rules based on the tags of objects were introduced,
which resolve dynamic authorization and fine-grained rights assignment problems. Analyzed privacy policy conflict cases
and realized policy consistency verification by Prolog logic programming. Designed a personalized privacy policy
management and implementation middleware for social network. In the middleware, it integrated the management of
personalized policy into access control system on the existing resources. The experiments show that the policy conflict
analysis has good efficiency in the implementation.
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BEXS B, AR T SCRFMEA AL
OF AIRBUERE Y, SR BT Bir a2 48 (R BEAL (i 4 F1i i
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S5l 1 assign role(x, 'friend’) < V x Larger
(x.age, 25" A Ig(x.city, 'Jinan) A Is(x.hobby,
'swimming') RN FERS IS 25 % H Z iK1 5 R
NNEFI

EX 8 Mt—RURIRIRMI(FETC N PR-Rule):
P_assign[D_assign] (roler,a) < Qixi *** QmXm(rei®
re;s+ Oren), L roleERoleS, rERS, aEAcS,
ONEZHE5(A). BV )HIE, re€ {RtagC; EC},
i=1,n, X NEWAER, j=1,m QE{I;V},
I APAERR, VO RREE, P_assign AIERAL,
D_assign AL, FIORIERELIR EC T, 2
FIT A B 25 R bR 2 20 R AL PR <r,a>Fi3 YR [ 4% 1L 45 UK
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S£f5l 2 P_assign (‘friend 'y, 'comment’) — 3y
IS(y.type, 'photo’) A IS(y.tag, 'party’), Fnif /&) LATE
WEREE .
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S 3 FEAL SR IS={VR-Rule;, PR-Rule}, 3L
VR-Rule;: assign role(x,'friend) < V x Larger(x.age,
"25") A Is(x.city, 'Jinan’) A Is(x.hobby, 'swimming') ;
PR-Rule, : P_assign (friend,y, 'comment’) < dy
IS(y.type, 'photo’) A Is(y.tag, 'party). % %t ' 17 fi%

Alice fHl /1% BN : name=Alice, age=35, city= Jinan,
hobby= {swimming, music}, % & photol HJFr%H:
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6l 4 B FA SR G ={VR-Rule, PR-Rule;, PR-
Rule)}, HH VR-Rulei:assign role(x,'groupmember')
< V x Is(x.project,'mobile Application’) ; PR-Rule::
P_assign (‘groupmember'y, 'read') — 3y Is(y.type,
log') A I5(y.tag, 'work’) A TimeWithin('8:00AM', '6:00
PM"); PR-Rule;: D_assign(‘groupmember',y, 'read") <
Jy Is(ytype 'log) A Is(y.tag, 'work) A DayWithin
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S5 B 5K #% ={VR-Rule,VR-Rule,, PR-
Rule, PR-Rule}, 3 ™ VR-Rule:assign_rolex,
'schoolmate) < V x Is(x.graducate, 'Shandong
University'); VR-Rule;: assign_role(x,'classmate’)

vV x Is(x. graducate, ' Shandong University
"' A Is(xclass_name, '0122-41") ; PR-Rule:
P_assign('schoolmate,y,'tag) < 3 vy Is(y.type

'log) A Is(y.tag, 'personal'’); D_assign (‘classmate,y,
'tag) < 3y Is(ytype, 'log) A Is(y.tag, 'personal).
VR-Ruler %75 Bl T L AR K22 9K VR-Ruler 3
RENL T IR OR 2 HIER A FR N 0122-41 A BEIR]
#’; PR-Rule %ﬁ&ﬁﬁ%ﬁﬂ’l‘)\ﬁi, PR-Rule
[ B F = A e fric M ANHE . i35 VR-Rule,
VR-Rule; FI 51, [FIBEEY: = KA, BT HAGRERK
%, [FIPER A 20 R0 A R IE S BU] BLFRiE A
H &, {H PR-Rule; 3 0E XRIFEF A BEFR I A
HE, GRS R,

2) S b R A SR E A B AAFAE I A R
R, AR T HE AR SE], 51 SR R ok
b A T 35 G FR)  OR o E SCRE AN RORL Dl 7 F) 452
PR, Pl VR-Rule #il PR-Rule HL[A] 1 F
ATV R, AEPIARLNE S RE W] BEAEAE
FAS I S48 [ I i 2 P A A L 200K, S BRI 1
FH TP S5 AH S R S, 3 B SR r

S 6 B L 5K #% ={VR-Rule,VR-Rule,, PR-
Rule;, PR-Rule:}, H ¥ VR-Rule, : assign rolex,
'friend’) < V x Larger(x.age,'25") A Is(x.city, 'Jinan’)
A IS(x. hobby, 'swimming'); VR-Rule;: assign_role
(x, groupmember’) <« VX Is(x.project,
'mobileApplication’) PR-Rule;
P_assign(‘friend.,y,'comment’) — 3y I(y.type, 'photo’)
Is(y.tag, 'party’); PR-Rule;: D_assign('groupmember’,
y, read) < 3y Ig(y.type, 'photo’) I(y.tag, 'red’) .
VR-Rule /R F et 25 % B A M A 5% 4 (¥ 5] 4%
NBINEF A VR-Rule o2 5 HFIUH #15/M
B 51 PR-Rulen R 4F AP LATE IR SR & IR s
PR-Ruley 7 /N 53 AN BE B B Fn id AL (0 1) R
Fo R A4 Anny B 15 2 N name= Anny,
age=28,city= Jinan, hobby= {swimming, music},
profession=computer, project= mobileApplication ,
Anny i 2 BF AN R 2 A B AR LR Ok
4, AR 2 ANt AR photoy FIFRZE A : type=
photo, tag ={party, red}, tR#E PR-Rulei ¥l & Anny
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b. RIEFEAL TR, 31T Prolog 22Uy In) FEALHHEBE
FIE DU AN S W S s ¢, 5B Prolog API 2 152 E)
FH P 5 SR MEAZ A B IR A SR R SR ) 2540 5 d. AR vl
REMIENR, HHZBEFEACTET SR EEE E A7
T E s AN FA NG 4 A Prolog S5k e. HERE 5]
BARYE O IS STANHEE RN, 58 B P BRI 5
W& PO EH B HERE; £ RIS PR A RN, RA
5HPZHERITE, T8 R B IE .

R
[ mammmesiz x| smangeesi || awissnas
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Prolog API

| I
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BHAEAL
5

3 Bl sing — BRI e

4.1 MEESE

HU R ORI SRR SR 5 R, H
B KA K. R AR o B D
TEWE P A7 1 % R AR FE AL N Prolog W] R (1) 5
SBA), (ENZ R ERE . TN B
Ja, ARAEH P EWRTER, HEAFRE NS, A
WIEWA P #R. BRREER. BAE. BIRESH
WS ZE AN P — A LR . A —RUR o il £ S
PREUEHE . LR, HRAAFREEEE NS, B
FEELU I BE 6N Prolog HHSZiEA) . Hln: F /%
(User ) f71i 001 5 H F {5 EN: u_id=001, name=

David, age= 23.city= % B ,online time=100,
graudate=1l1 4 K57, i A AL SR04
J& 1 fEATT A Prolog $5E, KIRA user_('001', 'u_id!,
'001").user_('001','name’,'David').user_('001','age’,23).
user ('001','city',"5F ®").user_('001', 'online_time,100).
user_('001','graudate, LI < K*%) . e, W SCA3E
B INER AL S TR 5 N Prolog X,
HEPE 5| FEAR AL S
42 RITHHEERAN

G2 P WIIE R Rl IS0k Y S WAE
h:-bi,b, =« bn, Fert h GRSk, RN 458
bz, on FRRIUAE, s FU BRAT ) 55 A AR ¥ S
FE MG BERL i B PR BURE R, B2t Prolog JEUHE
SEESWIL I

1) Vi il Z— A RPN . FIR Prolog 5L
WP AFAE £ 15 Role AT J 44 9 UserName ()15 [
U, [R5 i 2 U 24408 13 2 M (5 Role B Ay £ 44
JEVELIH AT, MYiTa 3 U 5 #2AUA 1 Role.

assign_role(UserName,Role):-role(_,Role),user_
(User,'name’,UserName,_),role_on_attr(Role,U_attr,
U_attr_range),user_(User,U_attr,U_attr_value U_att
r_type),match(U_attr_typeU_attr_valueU_attr_range).

2) AE—RURIBIRIIN : B IRARBRA AL
B HEBEMBURIRIR, S TAEZERKRTE
IRCBR 4k, AR 3 Za 5 3 Mgy OE
BLAURFRIR, permission_limit 52 L5 & bRZE I %
A5 R BLRR , object_tag Al match 2 i) bR 2 B (E VTR
17544, assign_PER F1 permission K45 & 4644 1%
A 15 1] BRI 7 1) 7€ £ €4 Role; @K 4% £ 5 Child
WARIRIER AL, ARG IEFRBE MR, WP m e
Ancestor 4k AR 2K i (L IEZ AL @R &
Ancestor #HRURIESZAL, MRYE WHZBU FALHE, K
Tt Child gk 7K i U IR BRI
LIRS

role_has_pe(PermissionLimit,Role):-permission_
limit(PermissionLimit,O_tag_name,O_tag_range,Acti
ons,Flag),object_tag(Object,O_tag_name, O_tag_type,
O_tag_value),match('char’,A_id,Actions),match(O_ta
g_type,O_tag value,O_tag_range),per mission(Object,
A id), assign_PER(Role, PermissionLimit).

role_has_pe(PermissionLimit,Role):- is_ancestor
(Child,Ancestor), role_has_pe(PermissionLimit,Child)
permission_limit (PermissionLimit,O_tag_name, O_
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tag_range, Actions, 'grant’).

role_has_pe(PermissionLimit,Role):- is_ancestor
(Child,  Ancestor), role_has pe(PermissionLimit,
Ancestor), permission_limit (PermissionLimit, O_tag_
name, O_tag_range, Actions, 'deny').

3) M BRI ZrRid i 1 i) # — f
BRI 1 (0 — A SRR R ST — A SR AAL o

user_has permission(User,Role PermissionLimit):
-assign_role(User,Role),role_has pe(Permission Limit,
Role).

A)VLEFLIN B € SCH A 8 eR 2 match IR
HEE Value /& 7 7E45 € HI Vi Range 2 N . F#
SFNLNTE 3 FE LT .

{1 AHEEIERD, HEHE Value 578
Range 5¢ 4= 4 [F], match J%37..

match(Type, Value,Range):-constant(Range),const
ant(Value),be_equal (Value,Range).

be_equal (Value,Range):-Value=RRange.

1B 2 HIWrEC R AR UL R &

match(Type,Value,[M,N]):-Type="int',constant(M),
constant(N),contain_num(Value,[M,N]).

contain_num(Value,[M,N]):-constant(Value),
(M\="null',N\="null', M <N,Value=M,Value<N).

contain_num(Value,[M,N]):-constant(Value),
(N="null',M\="null',Value =M).

contain_num(Value,[M,N]):-constant(Value),
(M="null’,N\="null',Value <N).

contain_num([P,Q],[M,N]):-contain_num(P,[M,
N]), contain_num(Q,[M,N]).
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match(Type,Value,[M|N]):-Type="char’,constant(
M),contain_string(Value,[M|N]).

contain_string(Value,[M|N]):-constant(Value),
member (Value,[M|N]).

contain_string([P],[M|N]):-constant(P),member
(P,[M,N]).

contain_string([],_). % 41l 2= & & AT ] it B AE
FenEd|

contain_string([P|Q], R): -contain_string(P, R),
contain_string(Q,R).
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Vi AL LA S A E— AR FE IR AL role_has pe,

W A e A BRI .
role_pe_conflict(Role,PermLimitl,PermLimit2):-
role_has _pe(PermLimitl,Role),role_has pe(PermLimi
t2,Role),mutePermLimit(PermLimitl,PermLimit2).
mutePermLimit(PermLimitl,PermLimit2):
-permission_limit(PermLimit1,O_tag name,O_tag ra
ngeActions,'grant’),permission_limit(PermLimit2,
O_tag_name,O_tag_rangeActions,'deny’).
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permission_limit & X iE. AL, HIBH 2 S
AR

conflict(User,Object,Action):- grant_user_access
(User,_,_,Object,Action),deny_user_access(User,_,_,
Object,Action).

grant_user_accesyUser,Role,PermissionLimit,O
bject,Action):-user_has_permission(User,Role,Permis
sionLimit),permission_limit(PermLimit,O_tag_name,
O_tag_rangeActions,'grant’).

deny_user_access(User,Role,PermissionLimit,Ob
ject,Action):-user_has_permission(User,Role,Permissi
onLimit),permission_limit(PermLimit,O_tag_name,O_
tag_rangeActions,'deny’).
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missionLimit1,PermissionLimit2,0bject,Action):-user__
has_permission(User, Role, PermissionLimit),
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